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Wireless Authentication Procedures for Windows 7 & 8 Users

For Linux and windows XP users visit ICT office
Requirements:

1. Wireless enable laptop with Valid Anti-Virus
2. Configure your wireless network card using the below procedures
3. Domain Account (Username & Password).
NB//  Your Username is composed of your firstname.lastname e.g john.kimani
Obtain these credentials from the ICT office,
For Inquiries visit ICT office or E-mail ict@pu.ac.ke

Windows 7
Step 1:

Open the Wireless Connection and Click “Open Network and Sharing Center”

Mot connected

I:l:[[g Connections are awvailable

Dial-up and WFPMN
BlustocothConnection
Wireless Metwork Connection
P WIFI

PU-Guest-WIFI

P -WIFI

Open Metwork and Sharing Center

2:04 P
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Step 2
On Network and Sharing Center dialogg#®Xx “Click Manage Wireless Networks”

[EEEE——)

. . :‘: v Control Panel v All Coad¥ Panel ltems » Network and Sharing Center - Search Con... Q@

Control Panel Home . . . . .
View your basic network information and set up connections

i | b See full ma
Manage wireless net.works L-L\ * ‘@U P
khange adapter seftings TECHEE-PUC Internet
Change advanced sharing (This computer)
settings
View your active netwarks Connect te a network
You are currently not connected to any networks,

Change your networking settings

{‘ia Set up a new connection or network

Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.

i Connectte a network

Connect or reconnect to a wireless, wired, dial-up, or VPN network connection,

Choose homegroup and sharing eptions

Access files and printers located on other network computers, or change sharing settings.

Troubleshoot problems

Seeal Diagnose and repair network problems, or get troubleshooting information.
ee also

HomeGroup
Internet Options

Windows Firewall

Step 3
Click ADD button

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below.

Adapter properties  Profiletypes  Network and Sharing Center

0 items
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Step 4
Click Manually Create a Network Profile

How do you want to add a network?

ISk Manually create a network profile
"= This creates a new network profile or locates an existing network and saves a profile
for the network on your computer. You need to know the network name (SSID) and
security key (if applicable).

A Create an ad hoc network
This creates a temporary network for sharing files or an Internet connection

Step 5
NB// The Network name can either be PU WIFI or eduroam. Choose ONLY one depending on signal strength
Key-in the following and Click Next

Enter the Network Name PU WIFI
Enter Security Type WPAZ2-Enterprise

Encryption Type AES

Enter information for the wireless network you want to add

Metwork name: PLI WIFI

Security type: [WP‘AZ—Enlerplise

Encryption type: [AES

Security Key: | [1Hide characters

Start this connection autornatically

Connect even if the network is not breadcasting
Warning: If you select this option, your computer's privacy might be at risk.
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Step 6
Successfully added PU WIFI information is displayed

Click Change Connection Settings.

= Change connection settings
Open the connection properties so that I can change the settings.

Step 7

Click Security tab, Choose a network authentication method:- Microsoft: Protected EAP (PEAP) then Click Settings

Security
Security type: | wpA2-Enterprise ~ |
Encryption type: [AES v]

Choose a network authentication method; /

[Microsoﬂ:: Protected EAP (PEAP) - i I Settings I

Remember my credentials for this connection each
time I'm logged on

[ Advanced settings ]
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Step 8

On the pop up window Uncheck Validate Server Certificate; Select Authentication Method as Secured password
(EAP-MSCHAP V2) on the combo box

Click Configure Button and Uncheck Automatically use my windows logon name and password......... and click Ok

vwhen connecting:

] validate server certifica

| Connect to these servers:

l
rusted Rootbt Certification Suthorities:
Baltimore CyberTrust Root
Class 3 Public Primary Certification Authority
Class 3 Public Primary Certificaton Authority
DigiCert Assured ID Root CA

DigiCert High Assurance EV Root CA
DST Root CA X3

.1‘

*(0p0E0E

[ 1 Do not prompt user to authorize nNnew servers
cerficaton authorities.

Select Authenticaton Method:

[Secl..lred password (EAP-MSCHAPFP v2) v] [ Configure...

Enable Fast Reconnect
Enforce Network Access Protection

[[ ] Disconnect if server does not present ayptobinding TLV
_ | Enable Identity Privacy

[T ] DigiCert Assured ID Root C

» 7] DigiCert High Assurance EV Root CA
] DST Root CA X3 -~
< | e ] »

| Do mnot prompt user to authorize Nnew servers or ttusted
certficaton authorites.

Select Authenticaton Method:
[Secn_lred password {(EAP -MMSCHAP v2) v] [ Configure... ]

Enable Fast Reconnect
[T ] Enforce Network Access Protecton

| ] Disconnect if server does not present ayptobinding TLV
l Enable Identity Privacy | .

[ oK ] [ Cancel ] |

]

L s

Click Ok to quit Protected EAP Properties
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Step 9

Click on Advanced Settings Tab

Check the checkbox to Specify authentication mode, Scroll the combo box and select User Authentication.
Click 802.11 settings tab. Check that Enable Pairwise Master Key (PMK) caching is NOT TICKED.

Click Ok to quit advance setting window

[aEs

Choose a network authentication method:
[Microsoft: Protected EAP (PEAP) ~ || settings |

Remember my credentials for this connection each
time I'm logged on

802.1X settings | 802.11 settings |

Specify authentication mode:

[User authentication

[ | Delete credentials for all users

[] Enable single sign on for this network

@) Perform immediately before user logon
Perform immediately after user logon
laximum delay (seconds): | 10
[/] Allow additional dialogs to be displayed during single
sign on

[ ] This network uses separate virtual LANs for machine
and user authentication
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Click Close button to quit manually connect to wireless network window

"' Manually connect to a wireless netwo

Successfully added PU WIFI

=» Change connection settings
Open the connection properties so thatI can change the settings.

Click on a pop up window (Additional Information is needed to connect PU WIFI) as shown below

¢ Additional information is needed to connect PU WIFL. % X
“+ Click to provide additional information.

+ O B 3510

Provide your username and password and click OK

,

Metwork Authentication

Please enter user credentials

I- e —
‘ | ser name |
| Password |
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Windows 8 Authentication

Step 1

Settings

Move your mouse pointer to the top or
bottom right corner without clicking and Control Panel
Charms bar will appear. Click on Settings
then Control Panel

Personalization
PC info

Help

PU WIFI 7

Notifications Keyboard

Change PC settings

Step 2

On the control panel click Network and Internet

= Control Panel = B

.:-): ~ 1 & Control Panel » v & Search Control Panel el

Adjust your computer’s settings View by: Category ¥

System and Security User Accounts and Family Safety

Review your computer's status B Change account type
Save backup copies of your files with File History,

Find and fix problems

By Set up Family Safety for any user

Appearance and Personalization
Network and Internet Changethe theme
Change desktop background

Adjust screen reselution

2
W |
/' Hardware and Sound “ Clock, Language, and Region
IE
|®|

View network status and tasks
Choose homegroup and sharing options

" View devices and printers Add a language

Add a device Change input methods

a6 &

Adjust commonly used mobility settings Change date, time, or number formats

Ease of Access
Let Windows suggest settings
Optimize visual display

&=~ Programs

Uninstall a program

ICT Department



Step 3
Click Network and Sharing shown below

@ @ - 4 E » Control Panel » Metwork and Internet » v & Search Control Panel

Control Panel Home

Network and Sharing Center

. View network status and tasks | Connectto a network | View network computers and devices
System and Security

Network and Internet HomeGroup

Hardware and Sound Choose homegroup and sharing options

Programs Internet Options

User Accounts and Family Change your homepage | Manage browser add-ons | Delete browsing histery and cookies

Safety

Appearance and
Personalization

Clock, Language, and Region

Ease of Access

Step 4

Click Set up a New Connection or Network

* 1 EE <« Metwork and Internet » Network and Sharing Center v ¢ Search Control Panel

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing PUWIFI 7 Access type: Internet
settings Public network Connections: il Wi-Fi (PUWIFI 7)

Change your networking settings

W Setup a new connection or network
Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information.

See also

HomeGroup

Internet Options

Windows Firewall

ICT Department



Step 5

Click Manually Connect to a Wireless Network

Choose a connection option

Connect te the Internet
Set up a broadband or dial-up connection to the Internet.

" Setup a new network
g, Set up a new router or access point.

- Manually connect to a wireless network
=l _onnect to a hidden network or create a new wireless profile,

Connect to a workplace
Set up a dial-up or VPN connection to your werkplace.

Mext | | Cancel

Step 6
NB// The Network name can either be PU WIFI or eduroam. Choose ONLY one depending on signal
Key the following details then Click Next

Network Name PU WIFI
Security Type WPA2-Enterprise
Encryption AES

Enter information for the wireless network you want to add

Metwork name: | PUWIFI

Security type: | WP&2-Enterprise

Encryption type: |AES

Security Key: [[]Hide characters

Start this connection automatically

[] Connect even if the netwerk is not broadcasting
Warning: If you select this option, your computer’s privacy might be at risk.
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Step 7
A successfully added PU WIFI is displayed. Click Change connection Settings

Successfully added PU WIFI

< Change connection settings /

Open the connection properties so that | can change the settings.

Step 8
Click Security tab, Choose a network authentication method:- Microsoft: Protected EAP (PEAP) then Click Settings

Security

Choose a network authentication method:
| Microsoft: Protected EAP (PEAP) v | | Settings

Remember my credentials for this connection each
time I'm logged on
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On the pop up window Uncheck Verify the server’s identity by Validating Server Certificate.

Select Authentication Method as Secured password (EAP-MSCHAP V2) on the combo box

Click Configure Button and Uncheck Automatically use my windows logon name and password

Network and Sharing Center

e o ) - O
Protected EAP Properties

When connecting: /
[ ] Verify the server's identity by validating the certificate

Connect to these servers (examples:srv1;srv2;. Y. srv3Y. com):

FI 7

Trusked Root Certification Authaorities:

O
[ ] cGeoTrust Global CA

[ ] Microsoft Root Authority

[ ] Microsoft Root Certificate Authority

[ ] Microsoft Root Certificate Authority 2010

[ ] Microsoft Root Certificate Authority 2011

[] startCom Certification Authority
£

When connecting:

] Automatically use my Windows logon name and
password (and domain if army).

Motifications before connecting:

Tell user if the server’s identity can't be verified

Select Authentication Method:

|5e::ured password (EAP-MSCHAF v2) V| | Configure. .. |

Enable Fast Reconnect
[ | Enforce Metwork Access Protection

[ | Disconnect if server does not present cryptobinding TLY
[ | Enable Identity Privacy

| Ok | | Cancel |

Click Ok to quit Protected EAP Properties and Advance settings window

ICT Department
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Step 9
Click Advanced Setting Tab

Connecton Security |

Security type: | WPA2-Enterprise ~ |

Encrypton type: |aEs ~ |

Choose a network authentication method:
| Microsoft: Protected EAP (PEAP) ~ | | Settings

Remember my credentials for this connection each
time I'm logged on

Advanced settings

Click 802.1x setting and Check the checkbox to Specify authentication mode, Scroll the combo box and select User
Authentication.

Click 802.11 settings tab. On Fast roaming section, Uncheck the checkbox Enable Pairwise Master Key (PMK)
caching

Click Ok to quit advance setting window

802.1X settings | 802. 11 settings 802.1¥ settings | 802.11 settings

Spedfy authentication mode: Fast roaming
["]Enable Pairwise Master Key (PMK) caching

PR time o live {minukes);

|User authentication V| | Save credentials |

[ Delete credentials for all users Mumber of entries in PME cache:

[] This network uses pre-authentication
[]Enable single sign on for this network Maximumm pre-authenkicakion akbempts:
® Perform immediately before user log-on

["]Enable Federal Information Processing Standards (FIPS)

Perfarm immediately after user log-on
ZI compliance for this netwark

Maximum delay {seconds): 10

Allow additional dialogues to be displayed during single
sign on

| ] This network uses separate virtual LANs for machine
and user authentication
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Step 10

Click the Network icon on the systems tray, select PU WIFI and click connect. Key
in your username and password on the Network Authentication window

NB// Your Username and password is Domain Controlled. It’s composed of your
firstname.lastname

Obtain these credentials from the ICT office,

For Inquiries visit ICT office or E-mail ict@pu.ac.ke

ICT Department

leer name
Password

Domain:

cancel



mailto:ict@pu.ac.ke

